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РЕШЕНИЯ ДЛЯ ПРОВЕДЕНИЯ 
ИЗМЕРЕНИЙ

PipePatrol



1.1  Intended use
PipePatrol is a leak detection and localisation system for liquid and gas pipelines which operates 
in the stand-alone mode without any human interaction. It can be used during pumping, ramp-
up, ramp-down, shut in and standstill conditions and allows continuous montitoring during all 
operating conditions. Additionally functionalities are the batch tracking and the instrument error 
analysis.

1.2  Safety instructions from the manufacturer

1.2.1  Copyright and data protection

The contents of this document have been created with great care. Nevertheless, we provide no 
guarantee that the contents are correct, complete or up-to-date.

The contents and works in this document are subject to copyright. Contributions from third 
parties are identified as such. Reproduction, processing, dissemination and any type of use 
beyond what is permitted under copyright requires written authorisation from the respective 
author and/or the manufacturer.

The manufacturer tries always to observe the copyrights of others, and to draw on works created 
in-house or works in the public domain.

The collection of personal data (such as names, street addresses or e-mail addresses) in the 
manufacturer's documents is always on a voluntary basis whenever possible. Whenever 
feasible, it is always possible to make use of the offerings and services without providing any 
personal data.

We draw your attention to the fact that data transmission over the Internet (e.g. when 
communicating by e-mail) may involve gaps in security. It is not possible to protect such data 
completely against access by third parties. 

We hereby expressly prohibit the use of the contact data published as part of our duty to publish 
an imprint for the purpose of sending us any advertising or informational materials that we have 
not expressly requested. 

1.2.2  Disclaimer

The manufacturer will not be liable for any damage of any kind by using its product, including, 
but not limited to direct, indirect or incidental and consequential damages. 

This disclaimer does not apply in case the manufacturer has acted on purpose or with gross 
negligence. In the event any applicable law does not allow such limitations on implied warranties 
or the exclusion of limitation of certain damages, you may, if such law applies to you, not be 
subject to some or all of the above disclaimer, exclusions or limitations. 

Any product purchased from the manufacturer is warranted in accordance with the relevant 
product documentation and our Terms and Conditions of Sale. 

The manufacturer reserves the right to alter the content of its documents, including this 
disclaimer in any way, at any time, for any reason, without prior notification, and will not be liable 
in any way for possible consequences of such changes.



1.2.3  Product liability and warranty

The operator shall bear responsibility for the suitability of the device for the specific purpose. 
The manufacturer accepts no liability for the consequences of misuse by the operator.  Improper 
installation and operation of the devices (systems) will cause the warranty to be void. The 
respective "Standard Terms and Conditions" which form the basis for the sales contract shall 
also apply.

1.2.4  Information concerning the documentation

To prevent any injury to the user or damage to the device it is essential that you read the 
information in this document and observe applicable national standards, safety requirements 
and accident prevention regulations.

If this document is not in your native language and if you have any problems understanding the 
text, we advise you to contact your local office for assistance. The manufacturer can not accept 
responsibility for any damage or injury caused by misunderstanding of the information in this 
document.

This document is provided to help you establish operating conditions, which will permit safe and 
efficient use of this device. Special considerations and precautions are also described in the 
document, which appear in the form of underneath icons.

2 DEVICE DESCRIPTION PIPEPATROL

2.1  Functionality

INFORMATION!
For detailed overview about the system architecture please refer to the "Functional Design 
Specification (FDS)" of the project.

The PipePatrol leak detection system (LDS) station will be configured to provide the following 
main features:

Monitoring Station (LDS server)
• Leak detection and localisation in pumping and standstill conditions
• Calculation of the leak rate
• Calculation of the leak location
• Remote maintenance via a remote access gateway (if connection is 

available)
• Alarming
• Data logging and event reporting
• Storing of reports and other data

Operator Station (LDS client)
• Visualisation of the running leak detection system
• Alarming (visual and acoustic)
• Trending
• Event logging
• Controlling & operating functions

2.2  Hardware installation
The Monitoring Station (MS) is completely installed before the start-up. No further installation is 
required.
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2.3  Principle of Extended Real Time Transient Model (E-RTTM)
According to API 1130, leak detection systems can be categorised into external and internal 
systems. External systems include acoustic sensors and sensing cables that are placed 
alongside the pipeline. Due to the extremely high installation costs the use of external systems is 
usually restricted to high risk areas such as nature protection areas and near rivers. Internal 
systems are systems that perform leak detection based on measured parameters such as flow, 
pressure and temperature.

PipePatrol is an internal system based on E-RTTM (Extended Real Time Transient Model) and 
SMB (Statistical Mass Balance).

E-E-E-E-RTTMRTTMRTTMRTTM
E-RTTM is a combination of RTTM and leak pattern recognition by means of statistical analysis.

The fundamental principle is that RTTM is a series of algorithms that allow calculation of the 
flow, based solely on pressure and temperature readings at the inlet and outlet of the pipeline. 
To do this RTTM uses the conservation laws for mass, momentum and energy and the 
thermodynamic state equations for pressure and enthalpy.

When applying RTTM algorithms, the flow is not only measured by flowmeters but also 
calculated from pressure and temperature readings at the inlet and outlet. Subtracting the 
calculated flow from the measured flow gives the flow residual. Combining the two flow residuals 
gives the true flow residual (inlet minus outlet). The RTTM algorithms compensate for medium 
compressibility and line expansion.

LeakLeakLeakLeak pattern pattern pattern pattern reco reco reco recogngngngnitioitioitioitionnnn
Basically the leak pattern recognition algorithm constantly monitors whether the residual 
(difference between inlet and outlet flow after the transient effects have been compensated for 
by RTTM) exceed a predefined threshold. If this threshold is exceeded statistical analysis will be 
used to determine whether this is caused by a true leak or by a sensor drift.

SMBSMBSMBSMB
SMB is a combination of compensated mass balance and leak pattern recognition by means of 
statistical analysis.

Compensated mass balance method is based on the equation of conservation of mass. The 
result of this equation is permanently passed to the leak pattern recognition, which analyses it 
statistical to avoid false alarms.
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2.4  Leak localisation method

Figure 2-2: Wave Propagation Method

A sudden leak will cause a negative pressure wave in the pipeline, simply because gas or liquid is 
leaking out. This pressure wave will travel through the pipeline at the sound velocity of gas or 
liquid.

Depending on the localisation of the leak, the pressure wave will arrive at one end of the pipeline 
before it arrives at the other. The leak position can be calculated from the difference in the 
arrival times at the inlet and outlet.

To idendify the source of the leak accuratley the following 3 localisation methods are combined 
in PipePatrol.

Gradient Intersection Method

Figure 2-1: Gradient Intersection Method

Under zero leak conditions, pressure drops uniformly along the pipeline. When a leak occurs, 
more liquid or gas flows through the pipeline before the leak than after it.

The pressure gradient along the pipeline therefore changes at the leak. The leak localisation can 
thus be identified at the point where the gradient changes.

Wave Propagation Method
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Figure 2-3: Extended Wave Propagation Method

Using the same physical principle as the wave propagation method, the extended method takes 
into account intermediate station measurements. Using the information from intermediate 
stations and E-RTTM's knowledge about the velocity of sound profile in the pipeline, jitter error 
introduced by slow sensor scan rates can be eliminated.

Extended Wave Propagation Method



 OPERATION 3PIPEPATROL

3.2  Start-up
The LDS software is automatically loaded after the monitoring station has been switched on. The 
software automatically starts to record measurement data and reaches its operational state 
shortly after start-up.

For the correct operation of the system, the following items should be considered:
• An uninterrupted power supply is required. Power supply variations can lead to re-starting of 

the computer and in the worst case cause the PC to crash.
• The data communication between monitoring station and the metering system must be 

running in order for the system to receive measurement data.

3.3  Layout of user interface
The main screen is the interface between the user and the leak detection system. The 
menu layout and the different windows are shown in the following drawing.

Figure 3-1: Layout of user interface
1  Status window
2  Operator window
3  Controls
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3.3.1  Status window

The status window shows main information of each applicable system, which is available on 
each screen of the PipePatrol HMI. The functionality of each information is explained in the 
following part.

1 GeGeGeGennnneeeeral error informaral error informaral error informaral error informationtiontiontion    from thfrom thfrom thfrom the opee opee opee operrrrator statator statator statator stationionionion
The operator station is the PC where the actual HMI is running. 
The following information can be shown:
• Name of the user who is logged in
• Date and time of the operator station machine
• Error OPC Connection (red/flashing)

The connection to the OPC server of the leak detection software is 
lost.

2

3

Name of the Name of the Name of the Name of the leak leak leak leak detection systdetection systdetection systdetection systemememem
The operator station HMI is designed to be able to monitor several running leak detection systems 
which are designated by a unique system name. A click on one of the systems, switches the 
operator screen to the leak information of the selected leak detection system.

AlarmAlarmAlarmAlarm    information of the information of the information of the information of the running leak detectionrunning leak detectionrunning leak detectionrunning leak detection
The system performs leak detection by using different modules. Each module provides alarm 
information by Signature-Test and Differential-Test. The usage of these modules depends on the 
actual running conditions of the pipeline.

• SSSShut-Inhut-Inhut-Inhut-In:::: This module is performing an analysis of the pressure reading inside the closed pipe 
section. As long one of the reading is available it will perform leak detection for standstill 
conditions.

• E-RE-RE-RTTMTTMTTM:::E-RTTM: This module indicates the model based leak detection. It will be activated as long 
flow, pressure and temperature readings are available.

• MMasMasMasasssss B B B Balaaa alanlanlanncccceeee:::: This module offers a statistical analysis of the inlet and outlet flow. As long both 
readings are available it will provide leak detection in pumping conditions.

• Following additional modules, following the same operating philosophy, may be available:
-  Virtual Flow
-  Su station Monitoring

The following information can be shown:

4

• UUnUnUnndefdedede ifinfinfinneeeeddd (b (b (bd (bluelululue):e):e):): LDS is not running; no leak information is available.
• UnUnUnknknknoUnknown (boownwnwn (b (b (blulululue): Le):e):e): DS is starting-up; leak information will be available soon.
• NoNo leNo leNo le leakak (greak (greak (gre (greenen):en):en):): The system is running; no leak is detected.
• LeLeLeLeak ak ak ak Alarm (reAlarm (reAlarm (reAlarm (redddd flus flus flus flushinghinghinghing):):):): The system is up and running and a leak has been detected.
• AcknowledAcknowledAcknowledAcknowledgggge alarme alarme alarme alarm (b (b (b (blue):lue):lue):lue): An alarm has been detected and confirmed by a logged operator. 
States States States States informatinformatinformatinformation of thion of thion of thion of the e e e runrunrunrunnnnniiiingngngng l l l leeeeakakakak de de de detetetetectioctioctioctionnnn
The following state information are available:
• MainMainMainMain Sta Sta Sta Statttte:e:e:e: Indication of the main systems states.
• PiPipePipePipepelinelinlinlineee State State: State: State: : Indication of the actual pipeline conditions.
• WatcWatchdog:Watchdog:Watchdog:hdog: Indication of the actual status of the watchdog monitoring.
• Data StatData StatData StatData State:e:e:e: Indication of the actual status of data gathering.
• Indication of the status of vapour monitoring along the line.

For detailed information refer to the following details.
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Main StateMain StateMain StateMain State
A click on the "Main State" box of a system enables the change of the actual 
state.

The following information can be shown:• UUUnnnUndedededefifififinnneeeddd (b (b (bned (blue): llluuue)e)e)::: The system is not running; no system information is available.
• Stopped (red):Stopped (red):Stopped (red):Stopped (red): The system is stopped. The recording of data is still running.
• OOOOnnlinlinlilinenenene-Mode-Mode-Mode-Mode  (g (g (g (grererereenenenen):):):): The system is running by using the current measured pipeline data.
• SelfSelfSelf T T TSelf Test-Meeest-Mst-Mst-Mode ode ode ode (y(ye(ye(yeellllllololooww):w):w):): The system is running by using the recorded pipeline data.
• Tuning-Mode (bluTuning-Mode (bluTuning-Mode (bluTuning-Mode (blueeee):):):): Maintenance activities are carried out on the monitoring station. 

Therefore the leak detection is stopped at the moment.
• ApplApplApplApplicicicication alation alation alation alarm (arm (arm (arm (rrrred):ed):ed):ed): An internal error of the leak detection software has been detected. 

System stopped working. A logged operator has to reset the alarm and to restart the system. 
If the failure occurs several times please contact our support.

• Error Error (red):Error (red):Error (red):(red): The application is not running correctly.

PipelinPipelinPipelinPipelineeee State State State State
The following information can be shown:• UUUnnnUndedededefifififinnneeened ddd (b (b (bllluuue)e)e)(blue): The ::: system is not running; no information is available.
• Unknown (blue):Unknown (blue):Unknown (blue):Unknown (blue): The system is filling up the internal FIFOs. There is not enough information 

available to estimate the pipeline conditions (possible after a restart of the system). The 
information will be available soon.

• Shut-In (Shut-In (Shut-In (Shut-In (blue):blue):blue):blue): The pipeline is running in shut-in conditions. Valves at the inlet and at the 
outlet are closed.

• Multi ShutMulti Shut-in (blue):Multi Shut-in (blue):Multi Shut-in (blue):-in (blue): All valves are closed.
• PartialPartialPartialPartial Shut-in (bl Shut-in (bl Shut-in (bl Shut-in (blue)ue)ue)ue):::: At least one section is closed.
• Blocked Blocked Line Blocked Line Blocked Line (blue):(blue):(blue):Line (blue): Minimum one valve is closed, either at the inlet or at the outlet.
• Standstill (blue):Standstill (blue):Standstill (blue):Standstill (blue): No flow conditions along the line. The flow readings are below a predefined 

value. Valves at the inlet and at the outlet are opened.
• Start-Up (blue):Start-Up (blue):Start-Up (blue):Start-Up (blue): The pipeline start-up with pumping operations. The flow readings are above a 

predefined value.
• Shutdown (Shutdown (Shutdown (Shutdown (blue):blue):blue):blue): The pumping operations stopped.
• NominalNominalNominalNominal  un un un unknown known known known (bl(bl(bl(blue):ue):ue):ue): The pipeline is running in pumping conditions at nominal flow level. 

The system is filling the internal FIFOs. There is not enough information available to estimate 
further exact pipeline conditions (possible after a restart of the system). Further pipeline 
information about pipeline conditions will be available soon.

• NominalNominalNominalNominal high  high  high  high transtranstranstransiiiient (blent (blent (blent (blue):ue):ue):ue): The pipeline is running in pumping conditions at nominal flow 
level. High transient conditions detected by high variation of flow readings.

WatchdogWatchdogWatchdogWatchdog
A click on the "Watchdog" box of one of the systems opens a dialogue windows which is 
showing all available counters, monitored by the HMI.

The following information can be shown:

• OKOKOKOK:::: The watchdog counter of the system is updated within the timeout range.
• AlarmAlarmAlarmAlarm  (red/ (red/ (red/ (red/fffflashinglashinglashinglashing)))):::: The watchdog counter of the system is not updated and exceeds the 

timeout range. The system might be not working correctly.
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Data StateData StateData StateData State
The following information can be shown:

• UUndUndUndndeeeefinfined:fined:fined:ed: The system is not running; no information is available.
• Unknown:Unknown:Unknown:Unknown: The system is filling the internal FIFOs. There is not enough information available 

to estimate the pipeline conditions (possible after a restart of the system). The information 
will be available soon.

• OK OK (green):OK (green):OK (green):(green): All measured data is available.
• Warning Warning (yellow):Warning (yellow):Warning (yellow):(yellow): Minimum one measured data is not available. This measurement is not 

essential for the functionality of the LDS. The system is working by using fall back values.
• Error Error (red):Error (red):Error (red):(red): Minimum one measured data is not available. This measurement is essential for 

the functionality of the LDS. The system holds functionality until the necessary 
measurements are back online.

VapVapVapVapoooour Stateur Stateur Stateur State
The following information can be shown:

• UUndUndUndndeeeefinfined:fined:fined:ed: The system is not running; no information is available.
• No No (green):No (green):No (green):(green): The pressure along the line is above the predefined vapour pressure (product 

property).
• Warning (yellow):Warning (yellow):Warning (yellow):Warning (yellow): The pressure along the line is reaching the area of predefined vapour 

pressure (product property).
• SmaSmaSmaSmall (red):ll (red):ll (red):ll (red): The pressure along the line is slightly below the predefined vapour pressure 

(product property). Small cavitation can be expected.
• Large (red):Large (red):Large (red):Large (red): The pressure along the line is below the predefined vapour pressure (product 

property). Large cavitation can be expected.
• Error Error (red):Error (red):Error (red):(red): There is not enough information available to estimate the vapour conditions 

(possible reason is no pressure readings are available).
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3.3.2  Controls

The control buttons, at the bottom of the screen, enable to switch between different screens. The 
offered buttons and their functionality depend on the actual showed screen. The meaning of them 
will be explained in detail in the next chapters. The following buttons are available on each 
screen:

3.3.3  Operator windows

Figure 3-2: Control buttons
1  Button to switch to last showed screen 2  
Events
3  Alarm History
4  Explanation

1

2
3
4

Last showed screen:
Switch back to the last showed screen.
(After a start-up of the HMI this button has no functionality)
Shows the event list (for details refer to Events on page 26).
Shows the alarm history (for details refer to Alarm history on page 29).
Shows the legend screen (for details refer to Explanation (Legend) on page 30).

The operator window is the essential part of the PipePatrol HMI. With this screen the operator 
can look on the details of each running leak detection system, monitor the behaviour and control 
the system. The actual showed information depends on the selected screen.

Description of the offered screen architecture of the HMI
Main Overview

Leak Information
Trends

Pipeline Overview
Trends 

Login/Logoff User 
Settings Exit
Events
Alarm History 
Explanation
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3.3.4  Main Overview

An overview of the most important data for all pipelines is given in the "Main Overview". This 
screen is also the start-up screen after a reboot of the station computer.

For each pipeline that is included in the leak detection system, the following information can be 
seen:

• Actual volume/mass flow at inlet and outlet
• Actual temperature and pressure at inlet and outlet
• Description of the product at inlet and outlet (multi-product applications only)
• Graphical tracking of batches in the pipeline (for fluids applications only)

Figure 3-3: Main Overview screen

INFORMATION!
With a click on one of the available pipelines, the HMI will switch to the particular "Pipeline 
Overview" screen (details on page 20).
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The following controls, at the bottom of the screen, are available on this screen:

1

2

3

4

Last shLast shLast shLast showowowowed ed ed ed ssssccccrrrreeeeeeeennnn
Switch back to the last showed screen.
(After a start-up of the HMI this button has no functionality)

ExExExExit/Shit/Shit/Shit/Shuuuutdowtdowtdowtdown thn thn thn the Opee Opee Opee Operator Stationrator Stationrator Stationrator Station
Menu to stop the HMI and get back to Windows or to shut down the machine.

Login/LogofLogin/LogofLogin/LogofLogin/Logofffff
At start-up, the system logs in automatically the visitor account. This account only allows to view the 
process data. To get unrestricted access the user has to log in as a specific user. To do this, click on 
the "Login/Logoff" button. This button is only available from the "Main Overview" screen.
If the operator is already logged in, the first click logs the account off. A second click on the button 
opens a dialogue box with request of login data. With "OK" the system proves the input and grants 
access.
The system is delivered with a list of predefined users. That allows the operator crew to log into the 
system immediately.

Note:Note:Note:Note: If the current operator doesn't take any actions for more than 3 minutes, his account will be 
automatically locked.

User SettingsUser SettingsUser SettingsUser Settings
Menu for administration of the HMI user accounts. The details are part of the functional design 
specifications (FDS).



3 OPERATION PIPEPATROL

3.3.5  Pipeline Overview

By selecting one of the pipelines showed on the "Main Overview", a detailed overview of 
this particular pipeline will be displayed. In this paragraph the pipeline details for pipeline 1 
are described, details are however exactly similar for all pipelines.

Figure 3-4: Example of pipeline details

The following data is shown:
• Actual volume/mass flow at inlet and outlet
• Actual pressure at inlet and outlet
• Actual product temperature at inlet and outlet
• Actual ground temperature at inlet and outlet (optional)
• Actual density at inlet and outlet (optional)
• Actual standardised flow at inlet and outlet (optional)
• Velocity of sound at inlet and outlet (optional)
• Actual measurement data of additional sensors (e.g. intermediate stations, optional)
• Actual state of measurement

- (grey): unknown
- (green): OK
- (red): faulty

• Valves position at inlet and outlet (optional)
- (grey): unknown
- (black): closed
- (yellow): open
- (yellow/grey): moving
- (red): faulty
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Петрозаводск (8142)55-98-37 
Псков (8112)59-10-37
Ростов-на-Дону (863)308-18-15 
Рязань (4912)46-61-64 
Самара (846)206-03-16
Санкт-Петербург (812)309-46-40 
Саранск (8342)22-96-24 
Саратов (845)249-38-78 
Севастополь (8692)22-31-93 
Симферополь (3652)67-13-56 
Смоленск (4812)29-41-54 
Сочи (862)225-72-31 
Ставрополь (8652)20-65-13 
Сургут (3462)77-98-35

Сыктывкар (8212)25-95-17 
Тамбов (4752)50-40-97 
Тверь (4822)63-31-35 
Тольятти (8482)63-91-07 
Томск (3822)98-41-53 
Тула (4872)33-79-87 
Тюмень (3452)66-21-18 
Улан-Удэ (3012)59-97-51 
Ульяновск (8422)24-23-59 
Уфа (347)229-48-12 
Хабаровск (4212)92-98-04 
Чебоксары (8352)28-53-07 
Челябинск (351)202-03-61 
Череповец (8202)49-02-64 
Чита (3022)38-34-83 
Якутск (4112)23-90-97 
Ярославль (4852)69-52-93

Россия  +7(495)268-04-70 Казахстан  +7(7172)727-132 Киргизия  +996(312)96-26-47

https://opti.nt-rt.ru  || opti@nt-rt.ru
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